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Chapter 214. NFC
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B FeliCa
xs ISO 14443 A [SO 14443 A ISO 14443 A/B
(ISO 18092)
&% (Kbit/sec) 106 212, 424 106~424
22| (Byte) 96 ~ 2K 48 ~ 2K < 1M < 32K
= 9A 7l X O O O
=& 2o e Bl & E

# 4. NFC g9 £&

NFCQ} Zaisto] oix|etoz  dgatn Ale 82 NDEFo|t}. NDEF: NFC Data
Exchange Format?] ofol= ¢o]g] w3 st m&E =olof| sgsict. NDEFE ARE-SHA|
R goly weh 7hssi.

Non-NDEF
Applications

NDEF& tdet o]fl HiX|A] golg &dll ol&7loldoA BRe=2 she Ho]2E(payload)
shpo] Lxo] WS 2 9z = ulSolA 9ich. NDEF WAJR|= 1 60 Ul Z1x2
45 shu ol4fe] NDEF #liEz H/ddr.
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Record 1 Record 2 Record 3
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C AHESH] eliAE BIA g 2tojduefe]7t Basty QIFYloM fez ot
2 £ Qlth2), WA 1KByte H|22]E 7}X]&= MiFare Classic @Al(MiFare Classic 1K)Q] Ej
C d=F5 &l He A5 AT EAL MiFare Classic 1K Bj19] t&2]= 0%oA
J8](sector)2 o] FojAIH 72} A= OHE 3¥7HA] 4719 &5(block)2
S5 168IolE A7]E 7HXA 9t (4 &5 X 16 AF X 16 BIo]E =
dElo] 0 52 AMEAN 25 Ev AEAP HlojE2tl 2 o
710 15 L5l +EE 2 e UID(Unique IDentifier)7} 7] S %0} QItt.3) AFA]
S MiFare Classic E]29] UIDE ¢QlojA A|g]d BUE =2 &3 st= ofo|rCt.

hu
o
Hu
2
)
|o
hu
o{>+ = _|~

1024 H}o]E) o]

AAIR] 1. MiFare Classic Ej2 UID 917]

#include <Wire.h>

#include <Adafruit_PN532.h>

#define PN532_IRQ 2 // Interrupt Request
#define PN532_RESET 3 // UEZEg AZAg o] 9K A4S

// NFC 2t ZBA] 237
Adafruit_PN532 nfc(PN532_IRQ, PN532_RESET):

void setup(void) {
Serial.begin(115200);
Serial.println("Hello!");

1) oJu]x] £4]: http://www.adafruit.com/product/789
2) https://github.Com/adafruit/Adafruit—PN532/
3) ¥} AN Y82 ISO/IEC 14443-3 7|=2AS Ziste &

rOl'
&
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nfc.begin(); // NFC &= x7|35}

uint32_t versiondata = nfc.getFirmwareVersion(): // ¥& A H &9l
if (lversiondata){

Serial.print('Didn't find PN53x board");

while(1):

Serial.print("Found chip PN5");

Serial.println((versiondata >> 24) & OxFF, HEX); // A "W
Serial.print("Firmware ver.");

Serial.print((versiondata >> 16) & 0xFF, DEC); // Major B{A
Serial.print(".");

Serial.println((versiondata >> 8) & OxFF, DEC): // Minor A
nfc.SAMConfig(); // NFC A2 Q7] Aej2 AA

Serial.println("Waiting for an 1SO14443A Card ..."):

void loop(void) {
uint8_t success;
uint8_t uid[] = { 0, 0, 0, 0, 0, 0, 0 }; // UID A% ¥HY
// UDI Zo] (MiFare Classic2 4 H}o]E, MiFare Ultralight= 7 H}0]E)
uint8_t uidLength:

// Bl AL
success = nfc.readPassiveTargetID(PN532_MIFARE_1SO14443A, uid, &uidLength):

if (success){
Serial.println("Found an 1SO14443A card");
Serial.print(" UID Length : ");
Serial.print(uidLength, DEC):
Serial.println(" bytes");
Serial.print(" UID Value : ");
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http://cafe.naver.com/sketchurimagination

Copyrights © Gyeongyong Heo

nfc.PrintHex(uid, uidLength);

t
delay(1000);

// UID &3

a3 8 AAA 19 4y 2
YL 21g HAT 4 U
WAl UDe AUTEES 7tE REz AT &

g
COM35 (Arduino Una)

=

ok

Hel | o!
Found chip PNR3Z

Firmware ver.1.6
Waiting for an 150144434 Card ...

Found an 150144434 card

D Length ¢ 4 bvtes
UID Yalue @ OxB3 D12 OxCO OxCH

Found an 150144434 card

UID Length @ 4 byvtes
073 Ox07 0x80 w73

m

UID Yalue :
VIRE 238 Mo line ending » 115200 2E HOIE + |
29 8. AR 1 ¥ 2t
MiFare Classic 1K EfLollA] AE] OH9] /g2 29 99 At o2 AE Al 0¥ S50
= A= At FLstt

. o=

dlole} 7122 ¢ish AreEict
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22 U ujolE ¥a
ME 2= 2%
0 1 2 3 4 5 6 7 8 9 1011 12 13 14 15
O /\g ]—X %E.
1 | o] E]
0
2 | o] E]
3 Key A Access Bit GPB Key B AE E|de]
I 9. MiFare Classic 1K Ej19] Ay 14
7z MEjo] 3 222 AME EF U (sector trailer) 2Eo]gty Ba|o] AE|Q AE Ao
Fast A7 71590, - vl E(access bit)9] Ao e} ®=7]= Key A4 Key BE
5ol /152 3gstojof sttt 9¥1 Blo]E= H& Hlo]E(General Purpose Byte)2fil &E2|0

MiFare Classic Ej Z1ofA= AFS-EX] ot=r} AL H|EL 3H}O]|E 24H|EZ 0] & [2H|E=
Ul 1261 E9] whAE AEIE 7]EEo] Qleng AN FEye 126 ETH mlE|o] 9o}
J9] A9 wE 7] e fZE R (xFFFFFFFFFFFo] MA g o] gt} o
JX MiFare Classic 1K EjZolny gj19 &2 4 ujra] F7|o] e}

222 9t WHe e 4 oo s|g 2AE Axslofo}

MiFare Classic

m 4

oA Agst=

AAIR] 2. MiFare Classic E]Z 4& 97|

#include <Wire.h>

#include <Adafruit_PN532.h>

#define USE_KEY_B 1 // A5 AHEE 7]
#define USE_KEY_A 0

#define PN532_IRQ 2 // Interrupt Request
#define PN532_RESET 3 // UEZ2EZ HAL o] QA A

// NFC & 7= ~873
Adafruit_PN532 nfc(PN532_IRQ, PN532_RESET):;

void setup(void) {
Serial.begin(115200):
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Serial.printin("Hello!");

nfc.begin(): // NFC d& %7|gt

uint32_t versiondata = nfc.getFirmwareVersion(); // & A HE &9l
if (Ilversiondata){

Serial.print("Didn't find PN53x board");
while(1);

Serial.print("Found chip PN5");

Serial.println((versiondata >> 24) & 0xFF, HEX): // A EHS
Serial.print("Firmware ver.");

Serial.print((versiondata >> 16) & OxFF, DEC): // Major ¥{A
Serial.print('."):

Serial.println((versiondata >> 8) & 0xFF, DEC): // Minor ¥4
nfc.SAMConfig(): // NFC d=2 9l7] Agz A%

Serial.println("Waiting for an 1SO14443A Card ..."):

void loop(void) {
uint8_t success:
uint8_t uid[] = {0, 0, 0, 0, 0, 0, 0 }; // UID A& w1
// UDI Zo| (MiFare Classic2 4 H}o]E, MiFare Ultralight= 7 H}0]E)
uint8_t uidLength;

uint8_t currentblock: // X B2 Hs
bool authenticated = false; // 15 oy
uint8_t data[16]; // &5 dlolg A% v

// NDEF2}t MiFare Classico|A] Key B+ OxFFFFFFFFFFFF=Z =d3h
uint8_t key[6] = { OxFF, OxFF, OxFF, OxFF, OxFF, OxFF };

_15_
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success = nfc.readPassiveTargetID(PN532_MIFARE_ISO14443A, uid,
&uidLength);

if(success){
Serial.println("Found an [SO14443A card");
Serial.print(" UID Length : ");
Serial.print(uidLength, DEC);
Serial.println(" bytes");
Serial.print(" UID Value : ");
nfc.PrintHex(uid, uidLength); // UID &%

ghate 167) A8, & 647) 2= Hloje] 7]

/] VN 25S 2
// AEER A5S %

for (currentblock = 0; currentblock < 64; currentblock++){

bool isFirstBlock = nfc.mifareclassic_IsFirstBlock(currentblock):

if(isFirstBlock){
Serial.print("----------------------—- Sector ");
Serial.print(currentblock / 4, DEC);

Serial.println("-------=----------- - ")

authenticated = false;

// Age A Hr 504 QA5
if (lauthenticated){
// MiFare Classic®] Key A HZE3t : FF FF FF FF FF FF
// NDEFQ] Key A ZEZF : A0 Al A2 A3 A4 A5
// MiFare Classic & NDEF9] Key B tJZEZ} : FF FF FF FF FF FF
success = nfc.mifareclassic_AuthenticateBlock (uid, uidLength,
currentblock, USE_KEY_B, key):

if (success) authenticated = true;
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Serial.print("Block ");
Serial.print(currentblock, DEC);
if(currentblock < 10) Serial.print(" ");

else Serial.print(" "):

if (lauthenticated){

Serial.println(" unable to authenticate");

}

else{
// &% Holg 7]

success = nfc.mifareclassic_ReadDataBlock(currentblock, data);

if(success){

nfc.PrintHexChar(data, 16); // 16 H}o]E rjo]g &
}
elsef

Serial.println(" unable to read");

t
elsef

Serial.printIln("This doesn't seem to be a Mifare Classic card!");

A ERES L I R R

Serial.println("\n\nSend a character to run the mem dumper again!\n\n");

while (!Serial.available()):

while (Serial.available()) Serial.read();
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J2 10. NFC =2 Ej7 Y& 9]

o T k]
COM35 {Arduino Una) = | 5 [ S

Found an | 30144434 card =
UID Length : 4 bytes I
WD Y¥alue © 014 OxDE O=68 Oxl4

Sector 0

Block 0 14 DB BB 14 B3 08 04 00 62 63 64 65 66 67 68 69 .Ok.O.. . bcdk

Block 1 0000000000 ODODOOOOOODOOODODODO00D .000vonnnn,

Block 2 00 000000000000 00000000000000 0000 ..............

Block 3 000000 000D 00FFO7 B0 B3 FFFFFFFFFFFF ..., 1090

Sector |

Block 4 000000 000D 00000000 O0O000 00000000 ...t

Block 5 000000000000 ODOODOODDODOOOODODODOODOD ......oounns,

Block 6 0000000000 0000000000000000000000 ..............

4 | T | ¥

W AE A3 '_Nn line ending '1_1_5_20n HC HOIE =

obx|ete g MiFare Classic 1K B0 Ho]HE 7| F5t= e AMEAL &3 7[=517]
AA = 215 o] = Qst mifareclassic_WriteDataBlock $t4g a8 S50 4lo]g
£ 7158 & At AAIR] 32 481 £50 HolEE 7]S5tal o]F A YoM &5t &

AIR19] ofjojt.

AAX] 3. MiFare Classic EjZL W8 #7]
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#include <Wire.h>

#include <Adafruit_PN532.h>
#define USE_KEY_B 1
#define USE_KEY_A 0

#define PN532_IRQ 2
#define PN532_RESET 3

// NFC d= 77| 237

Adafruit_PN532 nfc(PN532_IRQ, PN532_RESET);

void setup(void) {
Serial.begin(115200);
Serial.printIn("Hello!");

nfc.begin();

uint32_t versiondata =

if (!versiondata){
Serial.print("Didn't find PN53x board"):
while(1);

Serial.print("Found chip PN5");
Serial.println((versiondata >> 24) & O0xFF, HEX):
Serial.print("Firmware ver.");
Serial.print((versiondata >> 16) & OxFF, DEC);
Serial.print('."):

Serial.println((versiondata >> 8) & 0xFF, DEC);

nfc.SAMConfig();

// Interrupt Request
// JZ2E=2 AZAEo] QX AS

// NFC & & %7|3}

nfc.getFirmwareVersion(); // &{& A+Y 29l

o

/7B

// Major ¥%l

// Minor W&

// NFC =5 Q7] JHiz 44X

Serial.println("Waiting for an 1SO14443A Card ..."):
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void loop(void) {
uint8_t success;
uint8_t uid[] = { 0, 0, 0, 0, 0, 0, 0 };» // UID A%} v{m
// UDI Zo] (MiFare Classic2 4 H}o|E, MiFare Ultralight= 7 H}0]E)
uint8_t uidLength:

uint8_t data[16] = " // &5 Yoy A7 v
char testString[] = "Write Test"; // 220 7]1£% golH
int block_no = 4; // TlolE & 7|5 25 ¥s

// MiFare ClassicoA] Key A%t Key B-= OxFFFFFFFFFFFF2 =43t
uint8_t key[6] = { OxFF, OxFF, OxFF, OxFF, OxFF, OxFF }.

success = nfc.readPassiveTargetID(PN532_MIFARE_ISO14443A, uid,
&uidLength);

if(success){
Serial.println("Found an [SO14443A card");
Serial.print(" UID Length : ");
Serial.print(uidLength, DEC);
Serial.println(" bytes");
Serial.print(" UID Value : ");
nfc.PrintHex(uid, uidLength); // UID &%

success = nfc.mifareclassic_AuthenticateBlock(uid, uidLength, 4,
USE_KEY_A, key);

if(success){
memcpy(data, testString, sizeof(testString));
Serial.print("\n** Write block data \");
Serial.print(testString);
Serial.println(String("\" to block ") + block_no);

// 2% Holg 27]

_20_




http://cafe.naver.com/sketchurimagination Copyrights © Gyeongyong Heo

success = nfc.mifareclassic_WriteDataBlock (block_no, data):

if(success){
// =% dolg 97|

success = nfc.mifareclassic_ReadDataBlock(block_no, data):

if(success)i
Serial.println(String("** Read block data from block ") + block_no);
nfc.PrintHexChar(data, 16);
}
else Serial.println("** Read Error");
}
elsef{

Serial.println("** Write Error"):

}
elsef

Serial.println("+* Authentication Error")

// B3 21/971% Ash 24F 4 o]

Serial.printin("\nSend a character to run write/read again/\n\n");

while (!Serial.available());

while (Serial.available()) Serial.read();
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r - _-\
COM35 (Arduino Una) = B )

Waitina for an 150144434 Card ... -
Found an 150144434 card

UID Length @ 4 bytes

UID ¥alue © Ox14 OxDB OxBB Ox14

++ Wlrite block data "Write Test" to block 4
++ Fead block data from block 4
57T 72 B9 T4 65 20 G4 B5 V3 74 00 00 00 00 00 00 Write Test......

m

Send a character to run writefread again!

VIRE 238 Mo line ending ~ | 115200 2E H0IE ~
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